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Litigation Risks
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1. Malpractice Litigation

o Standard of Care: Johnson v. Hillcrest Health Center, Inc. !

O Quality of Care: Template Driven

o. Liability for Privacy Breaches

o HIPAA Privacy Standards: Sorensen v. Barbuto 2

Acosta v. Byrum 3

o Provider Risk Awareness
o Employee Pattern of Conduct




Litigation Risks con’t
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Health Information Technology and Economics
and Clinical Health Act (“HITECH Act”) -
Mandatory Breach Notification Obligation

Office for Civil Rights Enforcement 8

Increased Penalties for Violations
Criminal Penalties
Civil Penalties
Eliminated Certain Defenses

State Law —Data Breach Notification
Security Breach Notification Act 9



Stark Law © and Anti-Kickback » Liability

EMR Exception 2 and Safe Harbor 3
Interoperability
Unrestricted Use
Required Cost-sharing

Stark Law Violations
Civil Monetary Penalties up to $100,000
Exclusion from Medicare / Medicaid
Implicates False Claim Act

Anti-Kickback Law Violations
Civil Monetary Penalties up to $100,000 or 3 times remuneration
Criminal Penalties — up to $25,000, up to 5 years prison
Implicates False Claim Act 4



Regulatory Risks con’t
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Transition Issues and Timeliness

American Recovery and Reinvestment Act (“ARRA”)
HITECH Allocates $19B
“Meaningful Use”
Required Time Period
Carrot — Demonstrate in 2011 eligible for incentives
Stick — Penalized starting 2015 1% Medicare fee reduction

increasing to 3% in 2017
Disputes with EMR Service Providers

Healthcare Provider Vendor Relationships
Product Liability
Indemnification Claims
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