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Definition of EHR

An electronic health record (EHR) (also electronic patient record or computerised patient
record) is defined as a systematic collection of electronic health information, in digital format,
about individual patients or populations, that is capable of being shared across different
health care settings, by being embedded in network-connected enterprise-wide information
systems. The EHR is generated and maintained within an institution, such as a hospital,
integrated delivery network, clinic, or physician office. EHR is a complete record of patient
encounters that allows to automate and streamline workflow in health care settings and to
increase safety through evidence-based decision support, quality management, and
outcomes reporting.

Advantages of EHR

1. Reduction of Cost of Health Care;

2. Improve quality of care by help lessen patient sufferance due to medical errors and
the inability of analysts to assess quality. For example, Computerized Physician Order
Entry (CPOE)—one component of EHR—increases patient safety by listing
instructions for physicians to follow when they prescribe drugs to patients. CPOE can
tremendously decrease medical errors: CPOE could eliminate 200,000 adverse drug
events and save about $1 billion per year if installed in all hospitals.
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3. Promote evidence-based medicine by providing access to unprecedented amounts
of clinical data for research that can accelerate the level of knowledge of effective
medical practices.

4. Record keeping and mobility thereby being able to connect to many electronic
medical record systems.

Disadvantages:
Start-up costs; Software maintenance costs; Training costs

1. Physicians who buy the systems may not benefit financially.

2. Physicians tend to see at least short-term decreases in productivity as they implement
an EHR and spend more time entering data into an empty EHR.

3. Studies have called into question whether, in real life, EHRs improve quality.

4. Costs: The EHR is costly and there is need to increase information technology staff to
maintain the system. [NOTE: The healthcare industry spends only 2% of gross
revenues on health information technology HIT, which is low compared to other
information intensive industries such as finance, which spend upwards of 10%.]

Incentives

With the American Recovery and Reinvestment Act of 2009, providers were expected to take
the full risk of investing in healthcare IT.

The HITECH Act, part of the 2009 economic stimulus package (ARRA) passed by the US
Congress, aims at inducing more physicians to adopt EHR. Title IV of the act promises
incentive payments to those who adopt and use "certified EHRs" and, eventually, reducing
Medicare payments to those who do not use an EHR. Funding for EHR incentives is also
added to the Medicaid system. In order to receive the EHR stimulus money, the HITECH act
(ARRA) requires doctors to also show "meaningful use" of an EHR system.

Health information exchange (HIE) has emerged as a core capability for hospitals and
physicians to achieve "meaningful use" and receive stimulus funding. Healthcare vendors are
pushing HIE as a way to allow EHR systems to pull disparate data and function on a more
interoperable level.

Meaningful Use

The meaningful use of EHRs intended by the US government incentives is categorized as
follows:



http://en.wikipedia.org/wiki/American_Recovery_and_Reinvestment_Act_of_2009
http://en.wikipedia.org/wiki/Health_Insurance_Portability_and_Accountability_Act#HITECH_Act:_Privacy_Requirements
http://en.wikipedia.org/wiki/Medicaid
http://en.wikipedia.org/wiki/Health_information_exchange

Liability Issues: Electronic Health Record (EHR) - 2010

Improve care coordination

Reduce healthcare disparities
Engage patients and their families
Improve population and public health
Ensure adequate privacy and security
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The Obama Administration’s Health IT program intends to use federal investments to
stimulate the market of electronic health records:

e Incentives: to providers who use IT

o Strict and open standards: To ensure users and sellers of EHRs work towards the
same goal

« Certification of software: To provide assurance that the EHRs meet basic quality,
safety, and efficiency standards

The detail definition of “meaningful use” is to be rolled out in 3 stages over a period of
time until 2015; only stage 1 has been defined.

Implementations

In the United States, the Department of Veterans Affairs (VA) has the largest
enterprise-wide health information system that includes an electronic medical record,
known as the Veterans Health Information Systems and Technology Architecture
(VistA). A key component in VistA is their VistA imaging System which provides a
comprehensive multimedia data from many specialties, including cardiology, radiology
and orthopedics. A graphical user interface known as the Computerized Patient
Record System (CPRS) allows health care providers to review and update a patient’s
electronic medical record at any of the VA's over 1,000 healthcare facilities. CPRS
includes the ability to place orders, including medications, special procedures, X-rays,
patient care nursing orders, diets, and laboratory tests.

The 2003 National Defense Authorization Act (NDAA) ensured that the VA and
DoD would work together to establish a bidirectional exchange of reference quality
medical images. Initially, demonstrations were only worked in El Paso, Texas, but
capabilities have been expanded to six different locations of VA and DoD facilities.
These facilities include VA polytrauma centers in Tampa and Richmond, Denver,
North Chicago, Biloxi, and the National Capitol Area medical facilities. Radiological
images such as CT scans, MRIs, and x-rays are being shared using the BHIE. Goals
of the VA and DoD in the near future are to use several image sharing solutions (VistA
Imaging and DoD Picture Archiving & Commnications System (PACS) solutions).
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Clinical Data Repository/Health Data Repository (CDHR)is a program that allows for sharing
of patient records, especially allergy and pharmaceutical information, between the
Department of Veteran Affairs (VA) and the Department of Defense (DoD) in the United
States. The program shares data by translating the various vocabularies of the information
being transmitted, allowing all of the VA facilities to access and interpret the patient records.
The Laboratory Data Sharing and Interoperability (LDSI) application is a new program being
implemented to allow sharing at certain sites between the VA and DoD of “chemistry and
hematology laboratory tests.” Unlike the CHDR, the LDSI is currently limited in its scope.

One attribute for the start of implementing EHRs in the States is the development of the
Nationwide Health Information Network which is a work in progress and still being developed.
This started with the North Carolina Healthcare Information and Communication Alliance
founded in 1994 and who received funding from Department of Health and Human Services.

The Department of Veterans Affairs works with Kaiser Permanente to further develop a
software which allows to share information with private health care providers. This software
called 'CONNECT' uses Nationwide Health Information Network standards and governance
to make sure that health information exchanges are compatible with other exchanges being
set up throughout the country. CONNECT is an open source software solution that supports
electronic health information exchange. The CONNECT initiative is a Federal Health
Architecture project that was conceived in 2007 and initially built by 20 various federal
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agencies and now comprises more than 500 organizations including federal agencies, states,
healthcare providers, insurers, and health IT vendors.”2!

The US Indian Health Service uses an EHR similar to VistA called RPMS. VistA Imaging is
also being used to integrate images and co-ordinate PACS into the EHR system.

Standards

o ANSI X12 (EDI) - transaction protocols used for transmitting patient data. Popular in
the United States for transmission of billing data.
o« CEN's TC/251 provides EHR standards in Europe including:
o EN 13606, communication standards for EHR information
o CONTSYS (EN 13940), supports continuity of care record standardization.
o HISA (EN 12967), a services standard for inter-system communication in a
clinical information environment.
o Continuity of Care Record - ASTM International Continuity of Care Record standard
e DICOM - an international communications protocol standard for representing and
transmitting radiology (and other) image-based data, sponsored by NEMA (National
Electrical Manufacturers Association)
e HLY7 - a standardized messaging and text communications protocol between hospital
and physician record systems, and between practice management systems
e [SO-1S0O TC 215 provides international technical specifications for EHRs. ISO 18308
describes EHR architectures

Long-term preservation and storage of records

An important consideration in the process of developing electronic health records is to plan
for the long-term preservation and storage of these records. The field will need to come to
consensus on the length of time to store EHRs, methods to ensure the future accessibility
and compatibility of archived data with yet-to-be developed retrieval systems, and how to
ensure the physical and virtual security of the archives.

Additionally, considerations about long-term storage of electronic health records are
complicated by the possibility that the records might one day be used longitudinally and
integrated across sites of care. Records have the potential to be created, used, edited, and
viewed by multiple independent entities. These entities include, but are not limited to, primary
care physicians, hospitals, insurance companies, and patients. Mandl et al. have noted that
“choices about the structure and ownership of these records will have profound impact on the
accessibility and privacy of patient information.”
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The required length of storage of an individual electronic health record will depend on
national and state regulations, which are subject to change over time. Ruotsalainen and
Manning have found that the typical preservation time of patient data varies between 20 and
100 years. In one example of how an EHR archive might function, their research "describes a
co-operative trusted notary archive (TNA) which receives health data from different EHR-
systems, stores data together with associated meta-information for long periods and
distributes EHR-data objects. TNA can store objects in XML-format and prove the integrity of
stored data with the help of event records, timestamps and archive e-signatures."

In addition to the TNA archive described by Ruotsalainen and Manning, other combinations
of EHR systems and archive systems are possible. Again, overall requirements for the
design and security of the system and its archive will vary and must function under ethical
and legal principles specific to the time and place.

While it is currently unknown precisely how long EHRs will be preserved, it is certain that
length of time will exceed the average shelf-life of paper records. The evolution of technology
is such that the programs and systems used to input information will likely not be available to
a user who desires to examine archived data. One proposed solution to the challenge of
long-term accessibility and usability of data by future systems is to standardize information
fields in a time-invariant way, such as with XML language. Olhede and Peterson report that
“the basic XML-format has undergone preliminary testing in Europe by a Spri project and
been found suitable for EU purposes. Spri has advised the Swedish National Board of Health
and Welfare and the Swedish National Archive to issue directives concerning the use of XML
as the archive-format for EHCR (Electronic Health Care Record) information."

Synchronization of records

When care is provided at two different facilities, it may be difficult to update records at both
locations in a co-ordinated fashion.

Two models have been used to satisfy this problem: a centralized data server solution, and a
peer-to-peer file synchronization program (as has been developed for other peer-to-peer
networks).

Synchronization programs for distributed storage models, however, are only useful once
record standardization has occurred.

Merging of already existing public healthcare databases is a common software challenge.
The ability of electronic health record systems to provide this function is a key benefit and
can improve healthcare delivery.
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Privacy Concerns

In the United States, the concept of a national centralized server model of healthcare data
has been poorly received. Issues of privacy and security in such a model have been of
concern.

Recent revelations of "secure" data breaches at centralized data repositories, in banking and
other financial institutions, in the retail industry, and from government databases, have
caused concern about storing electronic medical records in a central location. Records that
are exchanged over the Internet are subject to the same security concerns as any other type
of data transaction over the Internet.

The Health Insurance Portability and Accountability Act (HIPAA) was passed in the US in
1996 to establish rules for access, authentications, storage and auditing, and transmittal of
electronic medical records. This standard made restrictions for electronic records more
stringent than those for paper records.

One major issue that has risen on the privacy of the U.S. network for electronic health
records is the strategy to secure the privacy of patients. Former US president Bush called for
the creation of networks, but federal investigators report that there is no clear strategy to
protect the privacy of patients as the promotions of the electronic medical records expands
throughout the United States. In 2007, the Government Accountability Office reports that
there is a “jumble of studies and vague policy statements but no overall strategy to ensure
that privacy protections would be built into computer networks linking insurers, doctors,
hospitals and other health care providers.”®

The privacy threat posed by the interoperability of a national network is a key concern. One
of the most vocal critics of EMRs, New York University Professor Jacob M. Appel, has
claimed that the number of people who will need to have access to such a truly interoperable
national system, which he estimates to be 12 million, will inevitable lead to breaches of
privacy on a massive scale. Appel has written that while "hospitals keep careful tabs on who
accesses the charts of VIP patients," they are powerless to act against "a meddlesome
pharmacist in Alaska" who "looks up the urine toxicology on his daughter's fiance in Florida,
to check if the fellow has a cocaine habit." This is a significant barrier for the adoption of an
EHR. Accountability among all the parties that are involved in the processing of electronic
transactions including the patient, physician office staff, and insurance companies, is the key
to successful advancement of the EHR in the U.S. Supporters of EHRs have argued that
there needs to be a fundamental shift in “attitudes, awareness, habits, and capabilities in the
areas of privacy and security” of individual’s health records if adoption of an EHR is to occur.

According to the Wall Street Journal, the DHHS takes no action on complaints under HIPAA,
and medical records are disclosed under court orders in legal actions such as claims arising
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from automobile accidents. HIPAA has special restrictions on psychotherapy records, but
psychotherapy records can also be disclosed without the client's knowledge or permission,
according to the Journal. For example, Patricia Galvin, a lawyer in San Francisco, saw a
psychologist at Stanford Hospital & Clinics after her fiance committed suicide. Her therapist
had assured her that her records would be confidential. But after she applied for disability
benefits, Stanford gave the insurer her therapy notes, and the insurer denied her benefits
based on what Galvin claims was a misinterpretation of the notes. Stanford had merged her
notes with her general medical record, and the general medical record wasn't covered by
HIPAA restrictions.

Within the private sector, many companies are moving forward in the development,
establishment and implementation of medical record banks and health information exchange.
By law, companies are required to follow all HIPAA standards and adopt the same
information-handling practices that have been in effect for the federal government for years.
This includes two ideas, standardized formatting of data electronically exchanged and
federalization of security and privacy practices among the private sector. Private companies
have promised to have “stringent privacy policies and procedures.” If protection and security
are not part of the systems developed, people will not trust the technology nor will they
participate in it.

Legal issues

General Liability Issues

In the recent years, healthcare organizations are showing an increased rate of acquisition of
computer technologies and their spending rates show an upward tendency placing the
industry as one to the major consumers of ICT products and services.

Frost & Sullivan estimates the Health Information Technology market (by revenue) in
2008, in APAC (Southeast Asia, China, Japan and Australia) was close to USD5.04 billion
with an annual growth rate (CAGR) of 11.8 percent from 2005-2008. Although the APAC HIT
market represents currently only 2.1 percent of the total healthcare market, it is very likely
that the figure could double if not triple that in the next 10 years.

Dr Pawel Suwinsk, senior consultant at Frost & Sullivan says, 'The HIT is here to stay with
even more ubiquitous presence in all aspects of healthcare delivery systems. Moreover, it will
be the main factor and driver in the transformation of healthcare industry towards
translation care by providing common collaboration platform for information processing and
exchange between related sciences and industries.'
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He further elaborates, " 50 percent of the medical practice activities can be controlled. The
remaining 50 percent depends solely on human judgment and cognitive functions that when
unfavourable conditions are present could lead to substandard care. The implementation of
HIT can improve the quality of care by providing better control (up to 80 percent). However,
while decreasing the legal exposure of traditional medical practice it introduces legal
implications related to the usage of HIT."

The following is an introduction of some of the medico-legal aspects of the usage of
healthcare IT solutions including electronic medical records.

Medical liability which is also entitled as medical negligence or medical malpractice
is a special component of tort law which governs the professional relationship between
physicians and their patients. It is concerned about the duties of care expected
between physicians and their patients in delivering health care.

o The duty of a physician to his or her patients is to practice medicine which
meets or exceeds the standard of care.

Hospital and MCO Liability. If the hospital or healthcare delivery organizations
violate standard of care (through inadequate oversight of its staff physicians) by
allowing EHR or other technology of its choice to be used in such a way to harm
patients, it might become the subject of corporate negligence action. The case of
Vicarious liability occurs when there is a design or other type of flaw in any of the
technologies including electronic health record or computerized physician order entry
that causes harm to patients even though the physicians or other caregivers who uses
that committed no negligence.

Unauthorized Access to EHR. The unauthorized access to patient's private
information results in the privacy violation.

o User negligence, misdirected information flow or intentional security breach by
a third party etc..could be some of the reasons for this information leakage.

o Security breached is recognized as unauthorized sharing of patient's private
information.

o Inappropriate disclosure can happen in clinical setting when multiple copies of
Electronic Health Record (EHR) persist even after destruction of original file is
being accessed by unauthorized personnel.

Medical liability actions may also arise from acts of commission which breach the
standard of care and result in injury and damages to patients.

Physicians could also find themselves in trouble by failing to use diagnostic and
treatment modalities suggested by the embedded best practice guidelines in
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certain types of electronic health records. Here there could be an act of omission
contributing to patient injury.

e Some of the preventative measures suggested in the course of medical liability are:

o the selection of appropriate healthcare information system,

o proper training of staff to ensure efficient use of system,

o documenting all information with justification (whether or not care provided),
and

o preventing any further alteration to this records without proper documentation
etc..

Other Liability Issues

Legal liability in all aspects of healthcare has been an increasing problem in the United
States.

Failure or damages caused during installation or utilization of an EHR system has been
feared as a threat in lawsuits. This liability concern was of special concern for small EHR
system makers. Some smaller companies may be forced to abandon markets based on the
regional liability climate.

Larger EHR providers (or government-sponsored providers of EHRs) are better able to
withstand legal assaults.

In some communities, hospitals attempt to standardize EHR systems by providing discounted
versions of the hospital's software to local healthcare providers. A challenge to this practice
has been raised as being a violation of Stark rules that prohibit hospitals from preferentially
assisting community healthcare providers.

In 2006, however, exceptions to the Stark rule were enacted to allow hospitals to furnish
software and training to community providers, mostly removing this legal obstacle.

Achieving a Useful Litigation Hold

Kevin F. Brady and Matthew |. Cohen
The National Law Journal
July 26, 2005

In the aftermath of the recent $1.4 billion damages judgment in a case where Morgan Stanley
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was sanctioned for its failure to preserve and produce certain electronic records, members of
senior management are probably thinking about their company's records
retention/destruction policies more than they ever have. Indeed, many general counsel and
their staffs are probably spending more time than ever balancing their company's legal
obligations to preserve records in the face of litigation with the potentially monumental costs
of doing so when relevant electronic data are involved.

While the courts have provided little guidance in this area in the past, the U.S. Supreme
Court's recent decision reversing Arthur Andersen's criminal conviction for obstructing a
Securities and Exchange Commission proceeding by destroying records immediately before
receiving an SEC subpoena, which put the company out of business, offers a new
perspective on this situation. While the Court was focused primarily on the standard of
culpability for document destruction in the criminal context, there is some language in the
Court's opinion that is helpful in the civil context.

The Court acknowledged, for example, the important role that records retention/destruction
policies play in corporate operations and noted that "'document retention policies' which are
created in part to keep certain information from getting into the hands of others ... are
common in business." Arthur Andersen LLP v. U.S., 125 S. Ct. 2129, 2135 (2005) (citation
omitted). The Court went on to state that "[i]t is, of course, not wrongful for a manager to
instruct his employees to comply with a valid document retention policy under ordinary
circumstances." Id. Plainly, a company need not suspend the destruction of nonrelevant
records in order to comply with its preservation obligations.

A number of recent court decisions involving sanctions for spoliation have focused on
companies' efforts to preserve potentially relevant records by examining the "litigation hold"
put in place by the companies, and have provided some guidance as to their obligations in
this area. A litigation hold, also known as a "preservation order" or "hold order," is a process
used by companies to advise their employees of pending or anticipated litigation and of their
obligation to preserve relevant records and to suspend their normal records-destruction
policies as they relate to potentially relevant records.

A litigation hold is a critical directive that, in many instances, is the company's first line of
defense against a "spoliation" claim. While litigation holds set forth specific procedures for
employees to follow concerning the preservation of records, one of the most difficult issues
for the company to address is how to devise and implement an effective litigation hold that
preserves records that are potentially relevant to the litigation and at the same time allows
the company to pursue, for legitimate business purposes, the destruction of nonrelevant
active and archived data that the company has no business purpose to retain. The answer
depends largely on how well the company has prepared for "anticipated litigation." The
planning must start well before the litigation arises with a careful analysis of how the
company's record-retention policy and its duty to preserve relevant records intersect.
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THE DUTY TO PRESERVE RECORDS

It is well established that the duty to preserve records -- in whatever form -- is triggered when
a party learns of pending litigation, "reasonably anticipates" litigation or is put on notice that
litigation is imminent. Once the duty to preserve arises, parties must be prepared to take
affirmative steps immediately to preserve information that they know or should reasonably
know is relevant to the action; is reasonably calculated to lead to the discovery of admissible
evidence; is reasonably likely to be requested during discovery; or is the subject of a pending
discovery request. See William T. Thompson Co. v. Gen. Nutrition Corp., 593 F. Supp. 1443,
1455 (C.D. Calif. 1984); see also Lewy v. Remington Arms Co., 836 F. 2d 1104, 1112-13 (8th
Cir. 1987).

These steps should include instituting, as soon as practicable, a litigation hold suspending
the destruction of potentially relevant records (including active electronic data) in the ordinary
course of business pursuant to the company's record-retention policy and notifying all
employees who might have potentially relevant records that the records must be preserved.
Companies that fail to take these steps could face serious repercussions.

For example, in Mosaid Technologies Inc. v. Samsung Electronics Co., 348 F. Supp. 2d 332
(D.N.J. 2004), the court found that the defendant, Samsung, did not meet its obligation to
preserve and produce potentially relevant e-mails, and awarded the plaintiff monetary
sanctions. Further, the court determined that it would issue an adverse-inference instruction
to jurors, permitting them to find that the spoliated evidence would have been unfavorable to
Samsung.

In granting these sanctions, the court focused on the fact that "Samsung never placed a
'litigation hold' or 'off switch' on its document retention policy concerning e-mail ... [which
automatically] allowed e-mails to be deleted, or at least to become inaccessible, on a rolling
basis." Mosaid, 348 F. Supp. 2d at 333. The court noted the fact that Samsung "knew how to
institute a 'litigation hold' and stop the spoliation of e-mails, having done so in one of its
divisions in another litigation." Id. at 338. The court concluded by stating that "[w]hen the duty
to preserve is triggered, it cannot be a defense to a spoliation claim that the party
inadvertently failed to [institute] a 'litigation hold' or 'off switch' on its document retention
policy to stop the destruction of that evidence." Id. at 339.

Companies should implement, as part of their record-retention policy, a litigation rapid
response plan that provides a roadmap for the company to quickly identify the types and
locations of records-both paper and electronic-in the company's possession, custody or
control that are potentially relevant to the litigation or investigation. Just as companies have
always had to identify and preserve potentially relevant paper records from their active files,
as well as their archival files (offsite storage), companies must identify and preserve
electronic records from both active storage systems as well as archival systems, which may
include magnetic tape storage, such as backup tapes.
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The most critical part of the plan is identifying, capturing and preserving potentially relevant
records (in the format in which the records were kept in the normal course of business, if
possible). In order to supervise the implementation of the plan, the company should establish
a team of dedicated and knowledgeable representatives from the legal, information
technology, records management, human resources and finance departments, as well as
senior management to spearhead and monitor the implementation of the plan. When
litigation or a regulatory investigation is pending or "reasonably anticipated," the team can
ensure that the company takes the necessary steps to comply with its preservation
obligations (initially, as well as for the long term) in a way that minimizes disruption to the
business.

In most cases, it is extremely difficult not only to pinpoint a particular time when litigation is
reasonably anticipated, but also to determine with any degree of accuracy the scope of the
potential claim -- the causes of action, defenses, counterclaims and crossclaims, and the
"key players" related to those pleadings. While the cases that discuss this issue do not
specify a particular period of time within which it would be reasonable to implement a
litigation hold, they do imply that it should be done "quickly." A delay as brief as a few days
can result in spoliation accusations if records are destroyed or if backup tapes are
overwritten pursuant to the company's record retention or disaster recovery policies.

However, it may be very difficult, from a corporate perspective, for the entity to determine that
litigation is reasonably anticipated. For example, in Zubulake v. UBS Warburg, 220 F.R.D.
212, (S.D.N.Y. 2003) (Zubulake 1V), Judge Shira Scheindlin found that "almost everyone"
involved in the case recognized the possibility of litigation and held that the company was on
notice. She went on to state, however, that merely because one or two employees
contemplate the possibility of litigation, that does not impose a companywide "duty to
preserve." Id. at 217.

How then is a company to act in the face of threatened litigation? The answer from the case
law is that parties must act reasonably. But what does that mean in practice? A company has
three options when litigation is threatened: Suspend all backup tape rotation and preserve all
data in the company; temporarily suspend backup tape rotation and begin a careful analysis
to determine where relevant records might reside to see if the company can resume the
rotation of tapes that contain information not relevant to the litigation; or continue normal
backup tape rotation but immediately investigate who the key players are, interview them and
the company's information technology staff, and promptly preserve any tapes identified as
containing potentially relevant records.

While the "freeze everything" choice is obviously the most conservative and the one least
likely to result in a spoliation claim down the road, it also has the most impact on the day-to-
day operations of the company -- from both a business disruption as well as a financial
perspective. Indeed, this approach could result in a considerable financial burden in a
situation where litigation may reasonably be anticipated, but not actually filed for years. Is it
fiscally responsible to preserve all data and suspend all backup tape rotation based on the
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mere threat of litigation? In situations such as that, the third option -- continuing backup tape
rotation along with immediate investigation -- is a balance of sound business judgment, fiscal
responsibility and compliance with legal obligations.

Even with option 3, there are some potential pitfalls to watch out for. In Zubulake 1V, for
example, Scheindlin noted that, as a general rule, the duty to preserve does not apply to
backup tapes used for disaster recovery purposes only. However, the court went on to
identify an exception when a company can identify backup tapes containing data from "key
players," which should be preserved in the face of pending or threatened litigation. Id. at 218.
In the normal sequence of events, a company need not identify key players under Fed. R.
Civ. P. 26(a)(1)(A) until approximately three to four months after the complaint is filed. By
initiating the investigation as soon as the company "reasonably anticipates" litigation and
preserving only those backup tapes that contain data from key players or relevant data not
found on any active system, the company balances the need to comply with discovery
requirements with its obligation to conduct business in a fiscally responsible way.

INITIAL LITIGATION HOLDS

In Zubulake 1V, the court also noted that once a litigation hold is in place, a party and its
counsel must make certain that all sources of potentially relevant information are identified
and placed on hold. Implicit in that statement is the mandate that the party needs to do the
best it prudently and reasonably can under the circumstances. The litigation hold notice must
contain sufficient detail so that the recipients can easily understand the categories of records
that are relevant to the litigation and subject to preservation.

But, as discussed above, it may be very difficult for a company that "reasonably anticipates"
litigation to act immediately with such specificity. What the company can and should do under
these circumstances is to implement an initial litigation hold that is broadly disseminated
within the company and describes as specifically as possible the types of records that need
to be preserved. The initial litigation hold notice should also indicate that the litigation process
is in its earliest stages and that more specific information will be forthcoming. The notice
should also advise employees to notify a designated contact person if they become aware of
any situation where relevant records are lost or destroyed.

Record retention/destruction policies can help a company that is facing litigation. Such
policies govern both "retention" and "destruction" -- their purpose is to maintain business --
critical information and to destroy that which is not-and can help the company successfully
defend itself in future litigation.

While there is no bulletproof approach for every company to follow in designing and
implementing a well-reasoned and legally defensible record-retention/destruction policy and
litigation hold once faced with litigation, there are some guideposts. Companies should be
proactive and prepare, well in advance of litigation, a record-retention policy that is flexible
enough to allow for the swift implementation of a litigation hold to preserve potentially
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relevant records. Companies should also institute a regular review of the litigation hold to
allow for adjustments as more information becomes available.

Legal Interoperability

In cross-border use cases of EHR implementations, the additional issue of legal
interoperability arises. Different countries may have diverging legal requirements for the
content or usage of electronic health records, which can require radical changes of the
technical makeup of the EHR implementation in question, (especially when fundamental legal
incompatibilities are involved). Exploring these issues is therefore often necessary when
implementing cross-border EHR solutions.

Customization

Each healthcare environment functions differently, often in significant ways. It is difficult to
create a "one-size-fits-all" EHR system.

An ideal EHR system will have record standardization but interfaces that can be customized
to each provider environment. Modularity in an EHR system facilitates this. Many EHR
companies employ vendors to provide customization.

This customization can often be done so that a physician's input interface closely mimics
previously utilized paper forms.

At the same time they reported negative effects in communication, increased overtime, and
missing records when a non-customized EMR system was utilized. Customizing the
software when it is released yields the highest benefits because it is adapted for the users
and tailored to workflows specific to the institution.

Customization can have its disadvantages. There is higher costs involved to implementation
of a customized system initially. More time must be spent by both the implementation team
and the healthcare provider to understand the workflow needs.

Development and maintenance of these interfaces and customizations can also lead to
higher software implementation and maintenance costs.

Regulatory compliance

¢ Consumer Credit Act 2006 ?
« HIPAA
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e Health Level 7

Other EHR Sources of Information

Continuity of Care Record

DICOM

Electronic medical record

European Institute for Health Records (EuroRec)
Health informatics

Health information management

EN 13606

MUMPS

openEHR

Personal health record

List of open source healthcare software
Health information exchange
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