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Conclusion

The public’s assurance of privacy in health care informa-
tion must be preserved so that patients remain willing to
communicate sensitive personal information to their health
care providers. Failure to address privacy concerns under-
mines public confidence in the health care system. Protection
of confidential medical information may encourage indi-
viduals to seek treatment and seek it earlier. Maintaining
confidentiality of health information bolsters the health
care system while reducing liability risks to the providers
charged with protecting the private information they receive.
Federal law and state laws have requirements regarding
access to, and protection of, health care information, as
summarized below.

FEDERAL HEALTH INFORMATION
PRIVACY REGULATIONS
On December 28, 2002, the Department of Health and
Human Services released the final version of the federal
health information privacy regulations, which were imple-
mented in conjunction with the Health Insurance Portability
and Accountability Act of 1996 (“HIPAA”), Public Law 
104-191.1 Amendments to the privacy regulations were
published in the Federal Register on August 14, 2002.2 These
regulations are located in the Code of Federal Regulations
at 45 C.F.R. Parts 160 and 164. The regulations are refer-
enced in this chapter as the HIPAA Privacy Regulations. In
most cases, compliance with the HIPAA Privacy Regulations
was required on or before April 14, 2003.

The purposes of the HIPAA Privacy Regulations are to 
(1) provide consumers access to their health information
and control inappropriate uses of their information; 
(2) improve the quality of health care by restoring trust in
consumers; and (3) improve the efficiency and effectiveness
of health care delivery by creating a national framework for
the use and disclosure of sensitive health care information.3

Covered Entities

The HIPAA Privacy Regulations apply to health informa-
tion created or maintained by “Covered Entities,” which
are defined to include (1) health plans, (2) health care

clearinghouses, and (3) health care providers who transmit
any health information in electronic form in connection
with a transaction covered by the HIPAA Privacy Regulations.4

The HIPAA Privacy Regulations protect individually identi-
fiable health information that is created or received by a
health care provider, health plan, employer, or health care
clearinghouse and that relates to the past, present, or
future physical or mental health of a person, the provision
of health care to a person, and/or the payment for health
care.5 Such protected health information is referenced in
this chapter as “PHI.”

Use and Disclosure for Treatment,
Payment, and Health Care Operations

Under the HIPAA Privacy Regulations, a Covered Entity may
use or disclose a patient’s PHI without obtaining patient
consent or an authorization for purposes of treatment, pay-
ment, and health care operations.6 “Treatment” under the
regulations includes the provision, coordination, or man-
agement of health care and related services by one or more
health care providers, including coordination of care between
a provider and a third party; consultation between health
care providers relating to a patient; or the referral of a
patient for health care from one health care provider to
another.7 The use for “payment” purposes includes a broad
range of activities, including determination of insurance
coverage and/or eligibility for coverage; billing and collec-
tion activities; and utilization review activities.8 “Health
care operations” is defined in the HIPAA Privacy Regulations
to include such things as business and financial planning;
peer review and quality assurance activities; conducting or
arranging for accounting, legal, and other professional serv-
ices; and business management and administrative activities.9

Written Authorization Requirements

For uses and disclosures of PHI other than for treatment,
payment, and health care operations, the Covered Entity
must obtain the patient’s written authorization unless oth-
erwise permitted or required by law.10 The HIPAA Privacy
Regulations set forth specific requirements for this written
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authorization form. In particular, the form must be written
in plain language and is required to include the following:
■ Who can disclose the PHI subject to the authorization.
■ The exact information authorized to be disclosed.
■ The purpose of the disclosure.
■ The right of the patient to revoke the authorization, 

and the effect of a revocation.
■ The name or class of persons to whom the covered entity

is authorized to release the PHI.
■ An expiration date or event.
■ Whether the Covered Entity will receive any compensa-

tion/remuneration in connection with the PHI authorized
to be released.

■ A statement that the PHI authorized for disclosure may
be redisclosed by the recipient and not protected.

■ The signature of the patient or his or her legally recog-
nized personal representative.11

In addition to the elements of an authorization required
under the HIPAA Privacy Regulations, applicable state
law may require an authorization to include additional
information.12

Notice of Privacy Practices

The HIPAA Privacy Regulations also require health care
providers, on the first encounter with the patient following
August 14, 2003, to provide patients with a written notice
of the provider’s privacy policies and to make a good faith
effort to obtain written acknowledgment of the patient’s
receipt of the notice. A health plan was required to provide
this notice by April 14, 2003, unless it qualifies as a small
health plan, which have another year to comply.13

If a Covered Entity is not able to obtain a written
acknowledgment of the patient’s receipt of the notice, 
it should document in its records the reasons such
acknowledgment could not be obtained.14 The notice of
privacy practices is required to include a number of specific
disclosures.15

Business Associate Requirements

Although the HIPAA Privacy Regulations cover only the
Covered Entities mentioned above, the regulations expand
protections by requiring that Covered Entities obtain writ-
ten assurances from their “business associates” that the
business associate will appropriately safeguard the individ-
ual’s PHI.16 Business associates are individuals or entities,
other than members of the Covered Entity’s workforce,
that receive, create, or have access to PHI and perform a
function or service on behalf of the Covered Entity.17 The
business associate agreement also must include provisions
such as the following: restrictions on how the business
associate may use or disclose the PHI; a promise to protect
the information; an obligation to return or destroy the
information at the end of the contract; and assurances to
make the information available to the Covered Entity for
compliance purposes.18 The commentary to the August 14,
2002 amendments to the HIPAA Privacy Regulations contains
some sample language for business associate agreements.19

However, Covered Entities should consult with their legal
counsel before using such language, to be certain that the
agreements are drafted in a manner that complies with
applicable state law.

Certain Permitted/Required 
Uses and Disclosures

The general rule under the HIPAA Privacy Regulations is
that a Covered Entity may not use or disclose an indi-
vidual’s PHI without the individual’s written authorization
(1) except for treatment, payment or health care operations,
or (2) unless otherwise permitted or required by the HIPAA
Privacy Regulations or other laws or regulations. However,
unrestricted access and/or disclosure of PHI may be neces-
sary for certain purposes such as protecting the public health,
reducing health care fraud, and improving the quality of
treatment of patients. In these instances, obtaining an
authorization may hinder a health care provider’s ability to
adequately protect and promote public health. Therefore,
in certain limited circumstances, a health care provider
may disclose PHI without the patient’s consent, authoriza-
tion, or providing the patient the opportunity to agree or
object. This includes but is not limited to the following:
■ Reporting abuse or neglect of children and vulnerable

adults.
■ Reporting criminally inflicted injuries.
■ Certain limited disclosures to law enforcement officials.
■ Disclosures to appropriate health authorities conducting

public health surveillance, public health investigations,
public health interventions, and regulatory oversight.

■ Disclosures for purposes of the Medicaid program.
■ Reports of certain deaths to the medical examiner.
■ Disclosures to funeral directors and for cadaveric organ,

eye, or tissue donations.
■ Disclosures under workers’ compensation laws.20

Disclosures in Facility Directories

In addition to the exceptions above, a Covered Entity may
include certain patient information in a facility directory
(i.e., the patient’s name, location within the facility, and
one-word condition, such as fair, critical, serious, or death),
disclose it to members of the clergy, or disclose it to family
or close friends of the patient who ask for the patient by
name without patient authorization. The Covered Entity
must give the patient the opportunity to object or agree to
these disclosures. The objection may be oral or in writing.21

Research Requirements

As noted above, a health care provider may use a patient’s
PHI in the course of treatment, payment, and health care
operations without obtaining an authorization. However,
because most research activities fall outside of these areas,
specific patient authorization is generally necessary for use
or disclosure of PHI for research purposes unless an excep-
tion applies. The HIPAA Privacy Regulations do permit
providers to use or disclose research information using data
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that has been stripped of its identifiers, known as 
“de-identified health information.” De-identified health 
information is health information that does not identify
the patient and in which there is no reasonable basis to
believe that the health information can be used to identify
the patient. Because de-identified health information has
been stripped of all identifiers, it is not subject to authori-
zation requirements.22

Limited Data Set Use

A “limited data set” is an additional disclosure method
applicable to research. A limited data set is PHI that does
not directly identify the patient, but which contains certain
potentially identifying information. A limited data set may
be used or disclosed by a provider without patient consent
or authorization only for the purposes of research, public
health, or health care operations, and is subject to certain
restrictions. Limited data sets have the same identifiers
removed as de-identified data sets with three exceptions.
Limited data sets may include identifiers such as birth date,
dates of hospital admissions and discharges, and an indi-
vidual’s residence by city, county, state, and five-digit zip
code. Recipients of PHI contained in limited data sets must
enter into a data use agreement with the provider before
receiving the limited data set. Certain other limited excep-
tions permit disclosure of a patient’s PHI without consent
or authorization in certain limited circumstances.23

Specific Patient Rights

In addition to placing restrictions on a Covered Entity’s
ability to use or disclose PHI, the HIPAA Privacy Regulations
also provide patients with certain rights regarding their
PHI. These include the following.

Access to PHI
Generally, a patient has the right to access, inspect, and
obtain a copy of his or her PHI upon request. This does 
not include psychotherapy notes, records compiled by a
Covered Entity in reasonable anticipation of, or for use in,
a civil, criminal, or administrative proceeding, or informa-
tion subject to law that prohibits access to such informa-
tion. There also are some limited circumstances under
which a patient or his or her personal representative can 
be denied access to the patient’s PHI if a licensed health
care professional believes such access would endanger the
patient or another person.24

Amendment of PHI
A patient has the right to request the Covered Entity to
amend the patient’s PHI for as long as the information 
is maintained by the Covered Entity. The Covered Entity
may deny the request for an amendment if the patient asks
to amend information that: (1) was not created by the
Covered Entity, unless the person or entity that created the
information is no longer available to make the amendment;
(2) is not part of the medical health information kept by
the Covered Entity; or (3) is not part of the information

which a patient is permitted to inspect and copy by law.
Further, a Covered Entity may deny a request for amend-
ment if it believes the information is accurate and com-
plete. If the Covered Entity declines to make a requested
amendment to a patient’s PHI, the patient is permitted 
to submit a written statement regarding the amendment
that was requested. This statement must be included with
the patient’s medical record and released as part of the
record.25

Accounting of Disclosures
Patients have a right to request a list of certain disclosures
the Covered Entity has made of their PHI. This right does
not include disclosures made for treatment, payment, and
health care operations; disclosures for certain law enforce-
ment activities; disclosures of directory information and/or
disclosures to family members or friends involved in the
patient’s care; disclosures pursuant to an authorization; or
disclosures to the individuals themselves.26

Restrictions
A Covered Entity must permit a patient to request certain
restrictions on the use and disclosure of his or her PHI. The
Covered Entity is not obligated to agree to such requested
restrictions. However, if it does agree to a restriction, it may
not use or disclose PHI in violation of the restriction.27

Communications by Alternative Means
A Covered Entity must permit patients to request to
receive communication of PHI by alternative means or 
at alternative locations. The Covered Entity must accom-
modate any reasonable requests and may not require an
explanation.

Minimum Necessary Rule

A key requirement of the HIPAA Privacy Regulations is that
a Covered Entity must make reasonable efforts to limit 
protected health information used and/or disclosed to the
minimum necessary to accomplish the intended purpose
of the use, disclosure, or request.28 For example, if a con-
sulting physician needs to review only a specific portion of
the patient’s medical record, only that portion should be
disclosed. Further, members of a Covered Entity’s work-
force should only access and use the portions of a patient’s
PHI that such person needs to perform his or her job func-
tions. The Department of Health and Human Services has
indicated that the use of reasonable safeguards will be
acceptable to meet this requirement. For example, patient
files should be maintained in locked file cabinets when
they are not needed for treatment, payment, or health care
operational purposes, and should not be left unattended
on desks and in other locations where the patient’s 
PHI could be inadvertently seen. On the other hand, the
regulators have made clear that the “reasonable necessary”
requirement will still permit the use of patient sign-in sheets,
surgery scheduling boards, and other common practices of
health care professionals that might result in the disclosure
of a minimal amount of PHI.29
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Penalties for Noncompliance

A number of penalties may be imposed on Covered Entities
that violate the HIPAA Privacy Regulations. In particular, a
civil penalty of $100 per violation, not to exceed $25,000
per person per calendar year, may be imposed. In addition,
the following criminal penalties can be imposed for egregious
violations:
■ Up to $50,000 and/or 1 year in prison for knowingly

misusing PHI.
■ Up to $100,000 and/or 5 years in prison for using PHI

under false pretenses.
■ Up to $250,000 and/or 10 years in prison for inappropri-

ately using PHI for “commercial advantage.”30

The HIPAA Privacy Regulations do not give an individual
patient the right to sue a Covered Entity for noncompli-
ance. Thus, only the government may seek to enforce these
regulations.

STATE HEALTH INFORMATION
PRIVACY LAWS
The HIPAA Privacy Regulations were adopted, in part, to
create a uniform, national system for the use and disclo-
sure of medical records and other PHI. These regulations
provide that they will preempt, or take precedence over,
any state laws that are contrary to the provisions of the
HIPAA Privacy Regulations. A state law is considered 
contrary if (1) it is not possible to comply with both, or 
(2) the state law is an obstacle to accomplishing and exe-
cuting the purposes and objectives of the HIPAA Privacy
Regulations.31 However, there are some situations, or excep-
tions, in which a state law will not be preempted, and will
continue to apply. The exceptions applicable to health care
providers are described below.

First, state laws that provide for the reporting of disease
or injury, child abuse, birth and death statistics, and/or 
the conduct of public surveillance, investigation, or inter-
vention in order to promote public health, will not be 
preempted by the HIPAA Privacy Regulations.

Second, the Secretary of the Department of Health and
Human Services, upon a written request from a state gov-
ernor, may request an exception for a specific state law in
order to (1) prevent fraud and abuse; (2) ensure appropri-
ate state regulation of insurance and health plans; (3) pro-
vide for state reporting on health care delivery or costs; or
(4) to serve a compelling need related to public health,
safety, welfare, etc. To date, no such exception has been
requested by any governor.

Third, and perhaps most importantly, the HIPAA Privacy
Regulations do not preempt state laws that are more 
“stringent” than the requirements of the HIPAA Privacy
Regulations. A state law is more stringent if (1) it is more
restrictive on use and disclosure of PHI; (2) it permits
greater rights of access or amendment by a patient to his or
her PHI; (3) it provides the patient more information about
the use, disclosure, rights, and/or remedies relating to his
or her PHI; (4) in connection with a state law dealing with

the required form, substance, or need for express legal 
permission to release, the state law narrows the scope or
duration of permitted releases of the patient’s PHI,
increases privacy protections, or reduces coercive effects
regarding release; (5) it requires retention or reporting of
more detailed information and/or for a longer duration;
and (6) it provides greater privacy protection to the patient
regarding his or her PHI.

Many states have physician/patient privilege laws that,
subject to a number of exceptions, allow the patient to pre-
vent the disclosure of the patient’s health information with-
out the patient’s specific consent.32 Courts have recognized
a health care provider’s obligation to invoke a privilege on
the patient’s behalf, to the extent protected information is
requested from the provider.33 A physician/patient privilege
law generally permits a patient to prevent the disclosure of
his or her health information that was disclosed to a health
care provider for purposes of diagnosis and/or treatment.
Courts have not recognized the privilege in connection with
disclosures made for other purposes. For example, in the
case of Tarrant County Hospital District v. Hughes,34 a hospital
was required to release the names of blood donors whose
blood was infused into a patient who contracted AIDS. 
The court found that this information was not provided for
diagnosis and/or treatment of the blood donors.

As noted above, the HIPAA Privacy Regulations do not
require patient consent in order for the patient’s physi-
cian or other health care provider to release and use the
patient’s PHI for treatment, payment, and/or health care
operations. However, because state physician/patient priv-
ilege laws may provide greater protection for a patient’s
PHI when the patient has not waived the privilege, 
such laws will not be preempted by the HIPAA Privacy
Regulations. In addition to the physician/patient privilege
statute, many states have other professional privilege 
laws that also provide more protection for a patient’s PHI,
and will not be preempted. These include patient/social
worker privilege laws; patient/psychologist privilege laws;
patient/licensed professional counselor privilege laws; and
licensed marital and family therapist privilege laws.

Further, many states have laws that contain some very
restrictive requirements regarding the use and disclosure of
a patient’s PHI that may contain communicable disease
information,35 and records containing mental health infor-
mation and/or substance abuse information.36

CONCLUSION
It is important for all health care providers to under-
stand their obligations under both the HIPAA Privacy
Regulations and any applicable state health information
privacy laws and regulations. This chapter should be viewed
as a starting point in identifying key health information
privacy requirements, and directing such professionals 
to more detailed information regarding these legal issues.
A health care provider should consult with any attorney
licensed in his or her state to obtain specific advice regarding
the health information privacy requirements applicable in
that particular state.
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